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ComboFix is a program, created by sUBs, that scans your computer for known malware, and when found,

attempts to clean these infections automatically. In addition to being able to remove a large amount of the
most common and current malware, ComboFix also displays a report that can be used by trained helpers to
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remove malware that is not automatically removed by the program.

You should not run ComboFix unless you are specifically asked to by a helper. Also, due to the power
of this tool it is strongly advised that you do not attempt to act upon any of the information displayed by
ComboFix without supervision from someone who has been properly trained. If you do so, it may lead to
problems with the normal functionality of your computer.

Please note that this guide is the only authorized guide for the use of ComboFix and cannot be copied without
permission from BleepingComputer.com and sUBs. Furthermore, the ComboFix program cannot be hosted at
any other site without direct permission from the developer. It is also understood that the use of ComboFix is

done at your own risk.

For those who wish to help finance the author's work, he is accepting contributions via Paypal. You can
contribute by clicking on the following image:

PayPal

DOMATE

Using ComboFix

If you need help with malware removal, then please create a topic at one of the forums listed later in the
guide and ask for help. Please note that each forum has different policies, so please be sure to read any pinned

topics and rules for the particular forum about how you should go about receiving help. If a ComboFix log has
been requested by a helper then please create one by following the instructions below.

The first thing you should do is print out this guide, as we will close all the open windows and programs,
including your web browser, before starting the ComboFix program.

Next you should download ComboFix from one of the following URLs:

. BleepingComputer.com
. ForoSpyware.com

To download ComboFix, simply left-click on one of the links above and you will see a prompt similar to the
figure below.
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File Download - Security Warnning

Do you want to run or zave this file?

Mame: ComboFix, exe
Type: Application, 1.40ME

From: download.bleepingcomputer . com

Run ] [ Save ] [ Cancel

I--“ ‘~| Yehile files fram the Internet can be wuseful, thiz file tupe can
1@ potentially harm vour computer. IF pou do nat st the zounce, do not
“=" unor zave thiz software. \What's the nisk?

Download ComboFix Prompt

Click on the Save button, and when it asks you where to save it, make sure you save it directly to your
Windows Desktop. An image showing this is below.
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Save As

D
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When you have the Save as screen configured to save ComboFix.exe to the Desktop, click on the Save button.

Save in: | (& Desktop v e [~
[]My Documents H |
d My Computer
‘:JM';.H Mebwork Places
File name: I:in:nrnl:u:nFi:-:.E:-:E b | [ Save ]
Save az bype: |,-'l'-.pp|i|:ati|:|n v | [ Cancel ]

Downloading ComboFix to the Desktop

ComboFix will now start downloading to your computer. If you are on a dialup, this may take a few minutes.

When ComboFix has finished downloading you will now see an icon on your desktop similar to the one below.

We are almost ready to start ComboFix, but before we do so, we need to take some preventative measures so

(3

ComboFix, exe

ComboFix Icon

that there are no conflicts with other programs when running ComboFix. At this point you should do the

following:
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. Close all open Windows including this one.

. Close or disable all running Antivirus, Antispyware, and Firewall programs as they may interfere with the
proper running of ComboFix. Instructions on disabling these type of programs can be found in this
topic.

Once these two steps have been completed, double-click on the ComboFix icon found on your desktop. Please
note, that once you start ComboFix you should not click anywhere on the ComboFix window as it can cause the
program to stall. In fact, when ComboFix is running, do not touch your computer at all. The scan could take a
while, so please be patient.

Once you double-click on the icon, you may see a screen similar to the one below.

Open File - Security Warning

The publizher could not be verified. Are you sure you want to
run thiz zoftware?

Mame: CombaoFix,exe
Fublizher: Unknown Publisher
Type: Application

From: C:\Documents and SettingsiForensics! Desktop

[ Fur ] [ Carcel

Alwayps azk before opening thiz file

publisher. *rou should anly run software from publizhers you trust,

@ Thiz file does not have a valid digital zignature that vernifies it
Hiowe can | decide what software to run?

Windows Open File Security Warning

Windows is issuing this prompt because ComboFix does not have a digital signature. This is perfectly normal
and safe and you can click on the Run button to continue. If you are using Windows Vista, and receive UAC
prompt asking if you would like to continue running the program, you should press the Continue button.

You will now see the first ComboFix screen as shown below.
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ComboFix is Preparing to Run

ComboFix is now preparing to run and when it has finished you will see a screen showing the authorized
locations to download Combofix. This screen, press the OK button and you will now see the Disclaimer screen
shown below.

DISCLAIMER OF WARRANTY ON SOFTWARE. |><|

2)

A guide on proper ComboFix usage may be Found at:

htkp: f fvava, bleepingcomputer . comfcombofixhow-to-use-combofix

This tool is meant For private use. It should never be used in an unsupervised environment.,
If infections are found, it will automatically reboot windows to complete the removal process,

Flease ensure all opened windows are closed before proceeding.

This software is provided 'as is', without warranty of any kind.
All implied warranties are expressly disclaimed.

If wou do not agree to the above terms, please click Mo ko exit

ComboFix Disclaimer

If you do not agree to the disclaimer, then click on the No button to exit the program. Otherwise, to continue
you should press the Yes button to continue. If you decided to continue, then ComboFix will create a System

Restore point so that if any problems occur while using the program you can restore back to your previous
configuration. When ComboFix has finished creating the restore point, it will then backup your Windows
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Registry as shown in the image below.

DISCLAIMER OF WARRAWTY OM SOFTWARE.

THE SOFTWARE I8 PROUIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND
ALL IMPLIED WARRAWNTIES ARE EXFPRESSLY DISCLAIMED.

m Backing up registry to C:\goobox\Hiv-backup

Current file:
spstem

2 of 11 files zaved

18%

ComboFix is backing up the Windows Registry

Once the Windows Registry has finished being backed up, ComboFix will attempt to detect if you have the
Windows Recovery Consolej installed. If you already have it installed, you can skip to this section and continue

reading. Otherwise you will see the following message as shown below:

B Microsoft Windows Recovery Console

9P This machine does nok have the Microsoft Windows recovery console’ installed
Without it, ComboFix shall not attempt the fixing of some serious infections,
Click "es' to have ComboFix download/install i,

MOTE: this requires an active internet connection,

.................................

Yes Mo

ComboFix Recovery Console
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At the above message box, please click on the Yes button in order for ComboFix to continue. Please follow the
steps and instructions given by ComboFix in order to finish the installation of the Recovery Console. Once it has
finished installing, you will be presented with the screen shown below.

Congratulations!! The Microsoft Recovery Console was successfully installed.

On each restart of the maching, a black screen will offer vou the option ko boot inko recovery consale mode.
For normal use, just ignore the black screen, \Windows shall book normally in 2 seconds

Click "es' to continue scanning For malware

.................................

Yes Mo

ComboFix Recovery Console Finished

You should now press the Yes button to continue. If at any time during the Recovery Console installation you
receive a message stating that it failed to install, please allow ComboFix to continue with the scan of your
computer. When it is done, and a log has been created, you can then perform the manual install of the
Recovery Console using the steps found in the Manually installing the Windows Recovery Console
section.

ComboFix will now disconnect your computer from the Internet, so do not be surprised or concerned if you
receive any warnings stating that you are no longer on the Internet. When ComboFix has finished it will
automatically restore your Internet connection.

ComboFix will now start scanning your computer for known infections. This procedure can take some time, so
please be patient.
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v AutoScan

ing for infected files . N
typically doesn’t take more than 18 minutes
However, scan times for badly infected machin may easily double

ComboFix is scanning the computer for infections

While the program is scanning your computer, it will change your clock format, so do not be concerned when
you see this happen. When ComboFix is finished it will restore your clock settings to their previous settings. You
will also see the text in the ComboFix window being updated as it goes through the various stages of its scan.
An example of this can be seen below.

Lcanning for infected files . . .
This typically doesn’t take more than 18 minutes
However, scan times For badly infected machines may easily double

changed wour clock setti s
it back. It shall be » ored latew

Conpleted

Stages of the ComboFix AutoScan

At the time of this writing there are a total of 50 stages as shown in the image below, so please be patient. The
amount of stages will go up as time goes on, so if the amount of stages is different when you run it, please do
not be concerned.
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AutoScan

Comp leted
Completed
Completed
runpltt&i

Completed
Completed S

Completed S

41st Stage of the ComboFix AutoScan

When ComboFix has finished running, you will see a screen stating that it is preparing the log report as shown
below.

Preparing Log Report.

Do not vun any programs until CemboFix has fFinished

ComboFix is preparing the log report

This can take a while, so please be patient. If you see your Windows desktop disappear, do not worry. This is
normal and ComboFix will restore your desktop before it is finished. Eventually you will see a new screen that
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states the program is almost finished and telling you the programs log file, or report, will be located at C:
\ComboFix.txt. This can be seen in the image below.

ost done
& walit

Ple

CombhoFix’

log shall

onds

he

o]

1iill clo in a short while
for the vreport log to pop up

P
L

Lo ted at C ymbo Fix . txt

ComboFix is almost done!

When ComboFix has finished, it will automatically close the program and change your clock back to its original
format. It will then display the log file automatically for you as shown below.
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You should now post this log as a reply to the topic where you were asked to run combofix. Your helper will now
analyze this log and let you know what they would like you to do next. If you having problems connecting to the
Internet after running Combofix, then please read the Manually restoring the Internet connection section.

It is possible that ComboFix, even on its first run, may have fixed the problems you are having. We strongly
suggest that you still post your log into the topic that you are receiving help as you most likely will have
infections left over that your helper will need to analyze further.

Forums to receive help analyzing ComboFix logs

Below is a list of forums where there are authorized helpers who understand and can analyze ComboFix logs.
We have categorized the forums by language as ComboFix is used internationally.

English Forums

Bleeping Computer Tech Support Forum
Spywarelnfo GeeksToGo

Dell Community SpywareWarrior
DSLReports SpyKiller
WhatTheTech Safer-Networking
D-A-L Tech Support Guy
PCPitstop SpyWare BeWare

Security Forums

CyberTechHelp

MalwareRemoval ThatComputerGuy
Newbie.org Webuser
Gladiator Security Atribune

BFC Computer Help

MajorGeeks

SpywareHammer

Aumha
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TeMerc Internet Countermeasures Security Cadets
Cexx
Dutch Forums German Forums
Blue Medicine HijackThis.de
AntiSpywareOffensief PCMasters
HijackThis.nl Trojaner-Board.de
Spanish Forums Portuguese Forums
InfoSpyware Forum Clube do Hardware
French Forums Danish
Malekal Spywarefri
Zebulon
Finnish Forum
Virustorjunta

Manually installing the Windows Recovery Console
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In the event that the automatic install of Recovery Console was not possible, you should follow the steps listed
here in order to manually install it. The Windows recovery console is a tool that will allow you to boot up into a
special recovery mode that allows us to help you in the case that your computer has a problem after an
attempted removal of malware. If you use Windows XP and have a Windows CD, then you can follow the
instructions found in the tutorial listed below.

How to install and use the Windows XP Recovery Console

Windows Vista users can use their Windows DVD to boot up into the Vista Recovery Environment.

If you use Windows XP and do not have the Windows CD, ComboFix includes a method of installing the
Windows Recovery console by downloading a file from Microsoft. To install the Windows Recovery Console when

you do not have the Windows XP CD, please follow these instructions:

1. Click on the following link to go to Microsoft's Web site:

http://support.microsoft.com/kb/310994

2. At that page, scroll down and click on the appropriate download for your version of Windows XP (Home
or Professional) and the service pack level that you have installed. When you click on the link to
download the file, make sure you save it directly to your desktop. If you are using Windows XP Service
Pack 3 (SP3), then select the Service Pack 2 download. If you are using Windows XP Media Center, then
you should select the Windows XP Pro Service Pack 2 download. If you are unsure what version of
Windows you have and what Service Pack is installed, you can follow these instructions to gain that
information.

Click on the Start button.

Click on the Run menu option.

In the Open: field type the following: sysdm.cpl and then click on the OK button.

A screen will appear showing information about your installation. Under the System: category
you should see your Windows version and the installed Service Pack. When you are done
determining this information continue with Step 2.

PR

3. Once the Microsoft file has finished downloading, you should drag it on top of the ComboFix icon and let
your mouse button go. This is shown in the following image.

CormboFix
[ | @

ComboFix, exe

4. ComboFix will now automatically install the Windows Recovery Console onto your computer, which will
show up as a new option when booting up your computer. Do not select the Windows Recovery Console
option when you start your computer unless requested to by a helper.

Once the Windows Recovery Console has finished installed, ComboFix will open a prompt stating that it was
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installed and asking if you would like to proceed with scanning your computer. If you wish to continue, then

press the Yes button and continue reading the tutorial from here.

Manually restoring the Internet connection

If, by some chance, you no longer have access to your Internet connection after running ComboFix then the
first thing to try is to reboot your computer. This step alone should fix the vast majority of issues with no
Internet connection after running ComboFix. If you still do not have an Internet connection after rebooting then

please perform the following steps:

Click on the Start button.
Click on the Settings menu option.
Click on the Control Panel option.

el

When the Control Panel opens, double-click on the Network Connections icon. If your Control Panel is

set to Category View, then double-click on Network and Internet Connections and then click on

Network Connections at the bottom.

5. You will now see a list of available network connections. Locate the connection for your Wireless or Lan

adapter and right-click on it.

6. You will now see a menu similar to the image below. Simply click on the Repair menu option.

" Network Connections
File Edit ‘iew Favorites Tools Advanced Help

@Bau:k > | I? f.._ﬁﬁaarm ||~ Folders v

: Address i"g_ Metwark Connections

“| LANM or High-Speed Internet

Metwork Tasks

ocal drea Connection

_IE Create & new

Connecked i
conineckion & 2 Disable
Change Windaws 5l:-E|5
Firewal settings viiware et TR
Disable this netwark YMnetkl ' 2 : '
davicn A Connected Eridge Connections
Repair this connection Create Shorkeut
: : YMiware MNabw
Fename this conneckion YMnets R. be
View stabus of this M Connected Ename
canmeckion
Properkies

Change settings of this

- BIX]
i

Conneckion

Repair Internet Connection

7. Let the repair process perform its tasks and when it has finished, your Internet connection should be
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working again.

Alternatively, if your network icon also appears on the Windows taskbar, then you can repair it by right-clicking
on the icon and selecting Repair as shown below.

Disable
Status

Change Windows Firewall settings

Cpen Metwark Connections =
= re B s LT 12:45 PM

¥

Repair Internet connection via Tray Icon

If you still do not have an Internet connection after performing these two tasks, then you may want to ask for
help in our forums.

Author: Lawrence Abrams
Created: January 4, 2008 3:55 PM
Last Updated: June 23, 2009 12:20 PM

This article is published and created for http://www.bleepingcomputer.com, otherwise known as Bleeping
Computer, and is covered by all copyright laws. All articles on this web site are copyright © 2003-2009 by
Bleeping Computer, LLC. All right reserved. Use of these articles is limited to viewing and printing for personal use
only. If you would like to use this material or portions of this material for other purposes you must receive explicit
permission from Bleeping Computer before reprinting or redistributing this article in any medium. ComboFix is
copyrighted to sUBs.
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